
8/19/2019 How to spot a fake review: you're probably worse at it than you realise

https://theconversation.com/how-to-spot-a-fake-review-youre-probably-worse-at-it-than-you-realise-121043 1/7

Author

Adrian R. Camilleri
Senior Lecturer in Marketing, University of
Technology Sydney

Academic rigour, journalistic flair

Ever relied on an online review to make a purchasing decision? How do you know it

was actually genuine?

Consumer reviews can be hugely influential, so it’s hardly surprising there’s a

thriving trade in fake ones. Estimates of their prevalence vary – from 16% of all 

reviews on Yelp, to 33% of all TripAdvisor reviews, to more than half in certain 

categories on Amazon.

So how good are you at spotting fake consumer reviews?

I surveyed 1,400 Australians about their trust in online reviews and their confidence in telling genuine

from fake. The results suggest many of us may be fooling ourselves about not being fooled by others.

In strangers we trust

Online consumer reviews were the equal-second most important source for information about

products and services, after store browsing. Most of us rate consumer reviews – the views of perfect

strangers – just as highly as the opinion of friends and family.

Survey results suggest about three-quarters of the population trust online reviews at least a moderate amount. www.shutterstock.com
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Trust is central to the importance of reviews in our decision-making. The following chart shows the

trust results broken down by age: in general, people most trust product information from government

sources and experts, followed by consumer reviews.

The chart below displays trust ratings according to website, with the most trusted sources for reviews

being TripAdvisor.com.au, Google Reviews and ProductReview.com.au.

Those aged 23-38 tended to trust sites the most, and those above 55 tended to trust sites the least.

Get the data

Trusted sources
Respondents' answers to the question: "In general, how much do you trust the following sources
of information to help inform you about products, services, and businesses you are considering
buying from?"

Age 18-22 Age 23-38 Age 39-54 Age 55-73 Age 74-91

1

2

3

4

Government Expert opinions Consumer reviews Comparator
websites

The businesses
themselves

Sites were rated on the following scale: 0 = none at all, 1 = a little, 2 = a moderate amount, 3 = a lot, 4 = a great deal.

https://www.tripadvisor.com.au/
https://support.google.com/business/answer/3474122?hl=en
https://www.productreview.com.au/
data:application/octet-stream;charset=utf-8,X.1%2CComparator%20websites%2CConsumer%20reviews%2CExpert%20opinions%2CGovernment%2CThe%20businesses%20themselves%0AAge%2018-22%2C2%2C2.3%2C2.3%2C2.3%2C1.9%0AAge%2023-38%2C2.2%2C2.4%2C2.4%2C2.3%2C2%0AAge%2039-54%2C1.9%2C2.2%2C2.3%2C2.3%2C1.8%0AAge%2055-73%2C1.7%2C1.8%2C2.3%2C2.2%2C1.6%0AAge%2074-91%2C1.5%2C1.4%2C2.1%2C2.1%2C1.6
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While 73% of participants said they trusted online reviews at least a moderate amount, 65% also said

it was likely they had read a fake review in the past year.

The paradox of these percentages suggests confidence in spotting fake reviews. Indeed, 48% of

respondents believed they were at least moderately good at spotting fake reviews. Confidence tended

to correlate with age: those who were younger tended to rate themselves as better at detecting fake

reviews.

Age 18-22 Age 23-38 Age 39-54 Age 55-73 Age 74-91

Trust in reviews by site
Respondents' answers to the question: “How much do you trust the online reviews/ratings
available at the following websites/platforms?"

1.5 2 2.5 3 3.5

Airbnb
Amazon

App store
Booking.com

Ebay
Facebook

Google
IMDB

Ozbargain
ProductReview

Reddit
TripAdvisor

Twitter
Uber

Youtube
Zomato

Sites were rated on the following scale: 1 = none at all, 2 = a little, 3 = a moderate amount, 4 = a lot, 5 = a great deal.
Source: Adrian Camilleri • Get the data

https://datawrapper.dwcdn.net/EzmJs/1/
data:application/octet-stream;charset=utf-8,X.1%2CAge%2018-22%2CAge%2023-38%2CAge%2039-54%2CAge%2055-73%2CAge%2074-91%0AAirbnb%2C3.3%2C3.4%2C2.9%2C2.3%2C1.8%0AAmazon%2C3%2C3.1%2C2.7%2C2.3%2C2%0AApp%20store%2C3.2%2C3.2%2C2.8%2C2.4%2C2%0ABooking.com%2C3.4%2C3.4%2C3.1%2C2.8%2C2.2%0AEbay%2C3.2%2C3.4%2C3.1%2C2.8%2C2.4%0AFacebook%2C3.2%2C3.3%2C2.6%2C2.2%2C1.9%0AGoogle%2C3.5%2C3.5%2C3.1%2C2.8%2C2.7%0AIMDB%2C3%2C2.9%2C2.4%2C2%2C1.6%0AOzbargain%2C2.8%2C2.8%2C2.3%2C1.8%2C1.6%0AProductReview%2C3.1%2C3.4%2C3.1%2C3%2C2.4%0AReddit%2C2.8%2C2.9%2C2.3%2C1.8%2C1.6%0ATripAdvisor%2C3.3%2C3.5%2C3.2%2C3%2C2.6%0ATwitter%2C2.7%2C2.8%2C2.3%2C1.8%2C1.5%0AUber%2C3.3%2C3.3%2C2.7%2C2.2%2C1.7%0AYoutube%2C3.2%2C3.3%2C2.9%2C2.5%2C2.2%0AZomato%2C3.1%2C3%2C2.5%2C2%2C1.6
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In my opinion, respondents’ confidence is a classic example of overconfidence. It’s a well-documented

paradox of human self-perception, known as the Dunning-Kruger effect. The worse you are at

something, the less likely you have the competence to know how bad you are.

The fact is most humans are not particularly good at distinguishing between truth and lies.

A 2006 study involving almost 25,000 participants found that lie-truth judgments averaged just 54% 

accuracy – barely better than flipping a coin. In a study looking more specifically at online reviews

(but with only a small number of judges), Cornell University researchers found an accuracy rate of

about 57%. A similiar study based at the University of Copenhagen found an accuracy rate of about 

65%, with information about reviewers improving scores slightly.

What we look for

So what tends to sway people’s judgement about whether a review is fake or not? My research

suggests the most important attribute people look out for is “extremity” – going over the top in one-

sided praise or criticism.

Source: Adrian Camilleri • Get the data

Detecting fake reviews
Respondents' answer to the question: 'How good are you at detecting fake
reviews?'

Age 18-22 Age 23-38 Age 39-54 Age 55-73 Age 74-91

10%

20%

30%

40%

Not good at all Slightly good Moderately good Very good Extremely good

https://theconversation.com/overconfidence-is-responsible-for-a-lot-of-mistakes-heres-how-to-avoid-it-61907
https://psycnet.apa.org/doiLanding?doi=10.1037%2F0022-3514.77.6.1121
https://doi.org/10.1207/s15327957pspr1003_2
https://myleott.com/op_spamACL2011.pdf
https://aclweb.org/anthology/P16-2057
https://datawrapper.dwcdn.net/0vEJi/3/
data:application/octet-stream;charset=utf-8,X.1%2CNot%20good%20at%20all%2CSlightly%20good%2CModerately%20good%2CVery%20good%2CExtremely%20good%0AAge%2018-22%2C11%2C25%2C45%2C12%2C7%0AAge%2023-38%2C11%2C32%2C36%2C18%2C5%0AAge%2039-54%2C17%2C35%2C35%2C11%2C3%0AAge%2055-73%2C28%2C36%2C30%2C4%2C2%0AAge%2074-91%2C38%2C38%2C23%2C0%2C0
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This sentiment is a relatively sound rule of thumb, supported by analysis. Studies suggest fake reviews

also tend to:

focus on describing product attributes and features

have much fewer subjective and anecdotal details

be shorter than others

be relatively more difficult to read (probably due to fake reviewers being hired from foreign

countries).

Fake reviews might also be identified by characteristics of the reviewer. Their profiles tend to be new

and unverified accounts with few details and little or no history of other reviews. They will have

gained very few “helpful” votes from others.

Source: Adrian Camilleri • Get the data

Traits of fake reviews
Respondents' answers to the question: "Which of the following tends to be true of fake reviews?
Select all that apply."

Age 18-22 Age 23-38 Age 39-54 Age 55-73 Age 74-91

20%

40%

60%

Less Emotional Less Readable Less subjective More Extreme More
Information

Shorter

https://doi.org/10.1016/j.elerap.2013.10.002
https://doi.org/10.1080/07421222.2016.1205907
https://doi.org/10.1016/j.jretconser.2016.06.002
https://datawrapper.dwcdn.net/1EwjN/2/
data:application/octet-stream;charset=utf-8,X.1%2CLess%20Emotional%2CLess%20Readable%2CLess%20subjective%2CMore%20Extreme%2CMore%20Information%2CShorter%0AAge%2018-22%2C29%2C28%2C24%2C59%2C24%2C47%0AAge%2023-38%2C22%2C23%2C28%2C58%2C27%2C31%0AAge%2039-54%2C19%2C20%2C33%2C57%2C25%2C26%0AAge%2055-73%2C12%2C15%2C28%2C64%2C29%2C23%0AAge%2074-91%2C26%2C21%2C24%2C66%2C26%2C17
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Test yourself

With all this in mind, it’s now’s time to see how good you are at spotting fake reviews with this quiz.

The Conversation/Author provided content, CC BY-ND

http://creativecommons.org/licenses/by-nd/4.0/
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Decision making online reviews consumer fraud

Chances are you didn’t do as well as you thought you would. That’s because clever fraudsters work to

hide all the attributes of fake reviews outlined above.

So two final pieces of advice.

Use some technology to help. Two websites I recommend are Fakespot.com and ReviewMeta.com. In

my experience, both do a good job weeding out suspicious reviews (tip: be sure to delete domain

suffixes such as “.au” from the URLs you check).

Also check out multiple review sites to get second, third and fourth opinions. It is less likely a

fraudster will be paying for fake reviews on every platform.

Quiz Maker - powered by Riddle

Can you tell the difference between a real and a fake view?

Test yourself against a real data set of hotel reviews from Chicago. Each 
example will have one real review (posted to Trip Advisor) and one fake 
review (created by a low-cost mechanical turk service).

48% of people claim they're at least moderately good at spotting a fake 
review... How good do you think you are?

Start

image: Shutterstock
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